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SOFT POWER INSTRUMENTS IN THE SYSTEM
OF ENSURING NATIONAL SECURITY

Introduction. At the beginning of the XXI century, as a result of globalization and the devel-
opment of the information society, the blurring of borders, and the transformation of the “state
sovereignty” concept, international relations have been undergoing tremendous changes and the
national and international security system has been evolving. One of the most popular tools for
such transformations is the use of the “soft power” methods, which replace the military power of
countries. This state of affairs is caused by the fact that states” military resources are limited, which
necessitates the search for new means of global, regional, and local influence. Consequently, military
operations are being replaced by information campaigns, cultural, educational, scientific, sports,
and other projects, all of which combined form the “soft power” tools and contribute to the better
positioning of the country that has such tools in the international arena. Furthermore, “soft power”
is becoming a means of ensuring national security. In this context, soft power instruments should
be considered and the most promising ones for Ukraine in ensuring our country’s national security
should be identified.

Methods. The theoretical and methodological foundation of our research consists of the works
by foreign and domestic scholars, devoted to the analysis of “soft power” and its tools, as well as the
study of the national security system and its elements.

Notably, the issues of the general theory of national security were considered in the works by
thinkers: N.A. Berdyaev, H. Grotius, Plato, ].P. Marat, G. Spencer; D. Kauffman, G. Brown, E. Carter
and others. Problems of national security have been the subject of research by Ukrainian scientists
such as A.A. Kolodii, V.A. Lipkan, V.T. Maliarenko, G.P. Sytnik, V.V. Chernyakhivska, and others.

The “soft power” concept within the political science framework and the international relations
theory was developed by J. Nye (who introduced this term into scientific circulation), G. Gallarotti,
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S. Lukes, N. Ferguson, M.M. Lebedeva, E.P. Panova, O.F. Rusakova, E.G. Solovyov, A.V. Torkunov,
I.A. Chikharev and others. T. Zonov, I. Panarin, M. Trimash, B. Renald, A.I. Sukharev addressed
the issues of public diplomacy. The essence of digital and electronic diplomacy was considered by
F. Hanson, G. Gerbner, ]. Grunig, L. Pai, and others.

This study uses general and special research methods, including dialectical, historical, compar-
ative, systemic, structural, and functional. The dialectical method is used to analyze the essence of
national security and “soft power”. The historical method made it possible to analyze the evolution
of the essence of “soft power” and its tools, the comparative method - to identify and compare the
most popular “soft power” tools of specific countries and define the prospects for their utilization in
Ukraine. The systemic approach allows considering national security as a holistic system, structural
and functional - to define the role of “soft power” tools within this system.

Results. Before analyzing the role of “soft power” in the system of ensuring national security, let
us turn to the definition of the concepts that will be used moving further.

The term “soft power” was introduced into political science by American researcher Joseph S.
Nye in his 1990 work, Bound ToLead: The Changing Nature of American Power. The author de-
fines it as “the ability to obtain the desired outcome based on the voluntary participation of allies
and not through coercion or payments” (Nye, 1990: 14). At the same time, according to the author,
the modern state has three sources of power: military, economic, and “soft power”. The scholar
sees the sources of the latter in three components: culture, government policy, and the attractive-
ness of the way of life that dominates in the country. It is with the help of such resources that the
country can attract other countries and their leaders or the population of these countries to its
side by creating a positive impression of its culture and values, especially political democratic
values (which are the hallmark of the US “soft power”). “Temptation is always more efficient than
coercion, and values such as democracy, human rights, and individual opportunities are deeply
tempting” (Nye, 2004), says the author. With this, of course, one should agree, in the conditions
of the modern geopolitical environment and the practice of using the “soft power” instruments.

J. Nye believes that “soft power” is becoming the leading instrument of US foreign policy, in a
certain sense replacing the means of “hard power” wherever possible, but in no way displacing the
latter, only supplementing them. In this context, J. Nye introduces another term into scientific circu-
lation - “smart power”, by which he understands the balance and use of the means of “hard” and
“soft power” as complementary components of an effective strategy (Nye, 2006: 105).

“Soft power” can be implemented through different models, take various forms and use various
tools. Each state chooses its strategy for implementing such power and its tools.

Studying the foreign countries” experience and identifying the leading (dominant) instruments
in the national security system will determine Ukraine’s priorities and the most effective tools for
our country.

When it comes to the models of “soft power”, researchers differentiates the model of direct influ-
ence and indirect influence. In the first case, the leaders of one country change the direction of their
policies under the influence of the attractiveness of another country’s values and the beliefs of its
leaders. The second model involves influencing public opinion in another country and the leaders
because of it.

The researcher distinguishes two mechanisms of “soft power” influence on the process of ensur-
ing national security: the influence of “soft power” as an external factor (when our country is affect-
ed by "soft power" of other countries) and “soft power” as an internal factor (i.e. the means and tools
that the country itself uses to influence other countries within the international relations system).

In the first case, the state must react to external influences and threats that may be caused by an-
other country’s “soft power”. In the second case, the country is supposed to use all the “soft power”
instruments to influence other political actors. The tools include information flows and the ability to
manage them, the ability to wage information wars, migration policy, political PR, the language of the
country and the degree of its distribution in the world, cultural exchanges, sports and tourism, as well
as science, education, and student exchanges. In doing so, “soft power” appears in the form of creating
an attractive image, persuasion (and the formation of supporters), setting the agenda. All these tools in
modern conditions are becoming effective levers for ensuring the national security system.
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In turn, national security is a systemic and multifaceted phenomenon. According to the Law of
Ukraine “On National Security of Ukraine” of 2018, national security is “protection of state sover-
eignty, territorial integrity, democratic constitutional system and other national interests of Ukraine
from actual and potential threats” (Pro nacional nu, 2018).

It has three main elements in its structure: the subject (governmental and non-governmental in-
stitutions that constitute the national security system), the object, and the content (the activity of en-
suring security). The object of national security, according to Z.D. Chuiko, which one should agree
with, has a threefold structure: the security of man and citizen, society’s security, and the security
of the country itself (Chujko, 2008: 8). It is must be noted here that “soft power” may affect all three
elements using its tools.

The Law of Ukraine “On the National Security of Ukraine” of 2018 defines the following concepts
of “state security” (“protection of state sovereignty, territorial integrity and democratic constitution-
al order and other vital national interests from actual and potential threats of non-military nature”)
“military security” (“protection of state sovereignty, territorial integrity and democratic constitu-
tional order and other vital national interests from military threats”) and “public security” (“pro-
tection of interests, human and civil rights and freedoms vital for society and the individual, the
provision of which is the primary task of security forces, other state bodies, local self-government
bodies, their officials and the public, carrying out coordinated measures to implement and protect
national interests from the influence of threats”).

With that being said, Ukraine’s national security priorities are to protect the interests of the indi-
vidual, society, and the state. Notably, in our country, just like in most modern countries, along with
the fact that the guarantee of national security is still power or the threat of its use, the importance
of economic, spiritual, scientific and technical, economic, and other non-power related aspects of
ensuring national security. That is the “soft power” instruments.

Moving further, it is crucial to define the essence and content of the “system of ensuring nation-
al security” concept and distinguish it from the term “system of national security”. The latter is a
functional system, which reflects only the processes of interaction between interests and threats.
The first is an organizational system and, as the name suggests, is aimed at organizing the available
resources in the form of state bodies, forces, means, and other organizations to solve problems of
ensuring national security.

The combination of the two systems allows the government to form a national security strategy
that will most completely satisfy the country’s national interests. Without the right understanding
of the mechanisms of national interests interaction, it is impossible to prioritize and organize re-
sources to ensure security. Consequently, the national security strategy can be defined as a set of
understanding of the interaction of interests and threats, as well as methods of realizing interests
and countering threats in these conditions.

National security in modern countries is implemented within the framework of two main strate-
gies: preventive (that is, preventing security threats) and defensive (eliminating threats). As a rule,
when they talk about the meaning of “soft power” in the mechanism of ensuring national security,
we are talking about the first strategy. However, according to the authors of this article, it plays an
equally important role in the second strategy. So, for example, Ukraine, due to the aggression of the
Russian Federation, found itself in a situation of a forced choice of the second strategy. It should be
noted that the significant role of “soft power” in the system of ensuring the national security of the
state is confirmed by a new theoretical concept - “soft security”, which appears in the last quarter of
the XX century. Even J. Nye drew the attention of world scientists to the fact that all actions aimed
at increasing the attractiveness of the state are a lever of “soft power”, thanks to which the state can
achieve a lot, including the protection of its security.

The “soft security” concept as a scientific category was first used in the 1970s within the frame-
work of the Copenhagen Institute for Peace Development. Its author is J. Galtung, who put forward
the thesis that the basis for ensuring such security should be interstate cooperation and the rejection
of block systems (Galtung, 1985). Analyzing the current state of the world, the author identifies four
key threats: violence, environmental crisis, poverty, and violation of human rights. The solution of
these issues is possible only on conditions of joint efforts of states within the framework of the “soft
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security” concept. Against the background of such threats and their solutions, a kind of “third di-
mension of security” - human security, which belongs to the sphere of “soft” security, will emerge
in Europe. An essential area of human preservation is the task of ensuring the personal and collec-
tive rights and freedoms of people.

At the beginning of the 21st century, the clear distinction between the concepts of “soft security”
and “hard security” was overcome due to the need to constantly use both instruments to ensure na-
tional security. Thus, S.A. Makarichev believes that the object of “hard security” is the state, and in the
case of “soft security” - a person. At the beginning of the 21st century, the clear distinction between
the concepts of “soft security” and “hard security” was overcome due to the need to constantly use
both instruments to ensure national security. He also believes that the object of “hard security” is the
state, and “soft security” is a person. The researcher also proposes to interpret geographic boundaries
in a new way: “soft security” extends beyond the territory of the state; most of all, it can be achieved
by joint efforts, at the regional or transregional level (Makarychev, 2008, 47). Since the 1990s, another
“related” category of soft security has appeared - humanitarian security, aimed at human security,
the security of local worlds and communities, and the security of human interests. With that said,
“soft security” appears as a multidimensional phenomenon capable of characterizing the degree of
“embeddedness” of states in the world political reality. Its methods are non-military and preventive
measures, long-term development strategies, and the geographical scope of the security object.

The mechanism for ensuring “soft security” in the international context in a broad sense is the
membership of the state in integration associations itself, whose cooperation includes countering the
challenges and threats of “soft security”, ratification of the key framework, or legal treaties by the
state, unification, participation in the formation of the order of unification, and the development of
common approaches to countering challenges and threats.

In a narrow sense, the mechanism for ensuring “soft security” is a certain format of the partner-
ship between countries, including a set of specific practical measures implemented mainly within
the framework of a preventive model of national security with the participation of many actors,
including state and civil society institutions, the private sector, etc. it should be noted that it is pre-
cisely the use of “soft power” instruments that allows such a wide range of actors to be involved in
the system of ensuring national security.

In the context of soft security, the Sustainable Development Goals were updated in 2015. They
included peace, security, and governance issues into Goal 16 - “Promote peaceful and inclusive
societies for sustainable development, provide access to justice for all and build effective, account-
able and inclusive institutions at all levels” (Peretvorennya nashogo, 2015). Meanwhile, according to
V.I. Bartenev, developed Western countries used a broad interpretation of security, including not
only and not so many military-political issues as “human security” in general (Bartenev, 2015).

Currently, “soft security” is the official foreign policy paradigm of the European Union
(Kavalitinaite, 2013). So, as it can be seen, the components of the national security system include
“hard” and “soft” security. Moreover, “soft power” is the basis of the second and one of the levers
of the first. In this context, “soft power”, in our opinion, performs the following functions within the
framework of the national security system: popularizing the country and its culture, attracting allies,
and, as a result, preventing threats (in the context of a preventive national security strategy); prevent-
ing of information and hybrid war (within the framework of the national security defense strategy).

Each country forms its arsenal of “soft power” instruments depending on historical circumstanc-
es, the characteristics of its cultural, socio-economic, and political development. This arsenal is one
of the factors determining the country’s positioning in the system of international relations in the
context of globalization and the development of information and communication technologies. For
example, in the situation of the Russian Federation's war against Ukraine, different countries see
Ukraine's defense against invaders and terrorists in different ways. According to the data, “On av-
erage around the world, a majority say that their country should support sovereign countries in the
event of an attack (70%) and that inaction in Ukraine will encourage the Russian Federation to take
further military action elsewhere (68%). At the same time, the majority also say that their country
should avoid military intervention (72%) and that military action in Ukraine will encourage attacks
on other countries (68%)” (61% globally think the war..., 2022).
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There are also relevant positions when it comes “to providing military support or sending troops
to Ukraine. Globally, on average, about one-third support their country's provision of weapons -
such as cannons and anti-tank weapons - to the Ukrainian military (36%), funding the Ukrainian
military (33%) and sending troops to neighboring NATO countries. Ukraine (32%)” (61% globally
think the war..., 2022).

The main directions of the implementation of soft power policy include cooperation in scientific,
educational, and technological areas, cultural cooperation and promotion of the national language,
assistance in the development of business relations, assistance in international development, and
public diplomacy. The latter in the XXI century is turning into the most important component of
“soft power” and is a highly intelligent system of influencing public opinion and consciousness. It
leads to the establishment of a new character of dialogues between governments and non-govern-
mental organizations of some countries with the population of foreign countries.

Public diplomacy (as technologies aimed at building long-term relations, protecting the interests
of national foreign policy, and a better understanding of the values and institutions of one’s state
abroad) is becoming increasingly crucial in world politics as one of the effective tools, the use of
which contributes to the formation of “soft power” in international relations. At the beginning of
the XXI century on based on the “soft power” concept, a “new” public diplomacy is being formed,
which provides for the active involvement of non-state actors, whose circle has expanded signifi-
cantly. There are no tools associated with the use of lies, blackmail, pressure, etc. in its arsenal. It is
characterized by the rejection of a monologue and the formation of a dialogue with the other coun-
tries’ societies, the widespread use of lobbying business structures in order to form a positive image
of the state. The leading elements of the new public diplomacy are the media and communications,
as well as the holding of various cultural, educational, sports, and other events, educational ex-
changes carried out with full or partial governmental support in the country and abroad. Such mea-
sures are aimed at creating a favorable public opinion and a positive image of the country abroad.

New public diplomacy, by definition, is focused on dialogue with the foreign public, and not
just on the dissemination of information (Dolinskiy, 2011: 67). J. Melissen notes that the new public
diplomacy is based on the long-term formation of trust and cooperation, therefore it gives a positive
effect only in the long run (New Public Diplomacy, 2005). The most popular technologies for new pub-
lic diplomacy include digital diplomacy, niche diplomacy, and national branding.

The so-called “digital diplomacy” (or “public diplomacy 2.0”) is becoming the leading technolo-
gy of the “new” public diplomacy, uniting the rest of the tools.

The XXI century is called the era of “soft power” tools - the winner here is the one who masters
the tools of public diplomacy better than others.

In the EU countries, an important direction in public diplomacy development has been the for-
mation of a positive image abroad. With that said, the combination of public diplomacy with mar-
keting enabled the idea that the government image and its politics is a product that needs to be sold
to a foreign audience. Consequently, the government image began to be called a national brand
(Tsvetkova, 2015: 187). National branding is a set of measures in the field of goods export, tour-
ism, culture, domestic and foreign policy, and investments to develop and implement a strategy for
building a brand of the country, aimed at improving the country’s image, perceived by both the local
population and foreigners.

With the use of national branding, governments demonstrate the best aspects of their country
in the international arena, attracting the attention of target audiences and the media, consequently
enhancing the national identity of the country’s citizens. For instance, Germany with the help of the
brand “Deutschland - Land der Ideen” (Deutschland, 2010) in 2010 managed to attract investments
in research and development amounting to 58.4 billion euros (UNESCO, 2010). More so, thanks to
this brand Germany has become the country with the most positive image in the world (62%) (Views
of US, 2011). According to the Anholt-Ipsos Nation Brands Index, “Germany retains the first place in
the ranking of “national brands”, Canada and Japan have overtaken Great Britain and closed the top
three. 2021 is marked by a generally more positive outlook, with some of the top 10 NBI countries
benefiting from this movement as the softening Anholt-Ipsos Nation Brands Index SM (NBI) across
all countries seen in 2020 reverses. Germany retains its top spot in the 2021 Anholt-Ipsos Nation

7



Axkmyanvui npoonemu nonimuku. 2023. Bun. 72

Brands Index SM (NBI) for the fifth consecutive year, but there were some gains and losses among
the top 10 rankings, with Italy jumping from sixth to fourth and the United States moving from 10 on
the eighth Great Britain, which was second last year, dropped to fifth; France, Sweden and Australia
drop one place”. (Germany maintains top “nation brand” ranking..., 2021). When it comes to ratings
on governance, immigration and investment, Canada leads the way. “Relatively stable rankings for
exports, tourism and culture contributed to Canada's record ranking in 2021” (Germany maintains
top “nation brand” ranking..., 2021).

In 2018, the “Ukraine NOW” brand was founded with the help of the British government. It
became the most extensive in terms of promoting the image of Ukraine in the international arena.
The central theme is the thesis about Ukraine's openness and progressiveness towards development
and cooperation. A sociological study was conducted by the British side to determine the opinion
regarding the association of Ukraine with the relevant socio-political phenomena. In the results of
the study, it was determined that Ukraine is associated with corruption, revolution and hostilities.
“In addition, the foreign audience perceived Ukrainians mainly as a rather closed, intolerant and
aggressive society. The new branding is designed to replace in the mass consciousness these not the
most pleasant associations with the ideas of foreigners about the beauty, openness, dynamism and
innovation of our Motherland” (Kovach, 2022).

After the invasion of the Russian Federation into Ukraine, the “new information campaign Brave.
ua” appeared. The new national brand of Ukraine has become the courage of its people, who reso-
lutely opposed the larger forces of the second army of the world” (Kovach, 2022).

According to the “ Anholt-Ipsos Nation Brands Index” ranking, which evaluates state image cam-
paigns, in 2020 our country took 43rd place, and in 2021 - 48th. In the 2021 Brand Finance Global Soft
Power Index rating, Ukraine was in 61st place, losing 15 positions compared to 2020. However, this
drop is caused not so much by our country's loss of attractiveness, but by the growth of potential and
the number of other countries in the rating. According to the corporation's data for 2021, Ukraine's
image in the world is helped by its education system, which annually accepts foreign students from
all corners of the planet, as well as the improvement of potential for business and trade, which was
determined by the land reform” (Kovach, 2022).

Another practice of the new public diplomacy that has been developed abroad is “niche diplo-
macy”, which usually means that a country occupies a certain position, a place, based on certain
favorable conditions for this. It is most characteristic of medium-size and small states. This practice
means that a country is able to focus on a few specific local objectives (Henrikson, 2005). According
to N.Y. Kaveshnikov, the ability to focus diplomatic activity in one or several areas is a “competi-
tive advantage” of such countries: “The fewer resources a country has, the more value these insig-
nificant resources have for it. For smaller countries, diplomacy poses as such resource, so they are
active supporters of the institutionalization of international law, the reinforcement of international
regimes, collective actions, the creation of international organizations and collective security sys-
tems” (Kaveshnikov, 2008).

The need for “niche diplomacy” appeared from the political balance of power in the international
arena after the USSR collapse (Glebov, 2018: 284). After the collapse of the bipolar system, there is only
one superpower left in the world - the USA and several other countries with significant potential,
capable of competing with the hegemon in the future - India, China, Russia. Other economically de-
veloped countries were classified by diplomats as regional states that have significant local influence.

The countries that use the “niche diplomacy” concept in their foreign affairs include Canada,
Australia, New Zealand, Norway, and Sweden. Almost all of them have chosen peacekeeping as
their current agenda.

Norway, for instance, chose the path of “global public good” largely through peacekeeping and
the support of poor countries. Aid to poor Third World countries is now associated with Norwegian
contributions to world politics. With that said, Norway, alongside Canada, initiated humanitarian
missions, be it a campaign to ban antipersonnel mines (the Ottawa Process) or mediation in a peace-
ful settlement of the Middle East conflict (the Oslo process) (Henrikson, 2005).

Ranked third in the world after Japan in the number of trained engineers per capita, Sweden uses
“niche diplomacy” as a tool to support its image as a country with a high level of innovation among
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EU members. Notably, Sweden has had the third-highest growth rate of patents per capita over the
past 15 years (Innovation in Sweden).

With that said, “niche diplomacy” is different in that it is purely a concept of a post-bipolar
system since most states do not have sufficient resources to effectively solve their strategic tasks.
Through “niche diplomacy,” public diplomacy in these countries is evolving towards intelligent
interaction, where it focuses on “the power of a better argument”, which implies better awareness
of facts and critical issues.

Theorists and practitioners of modern public diplomacy come to the following general provi-
sions: the source of public diplomacy should be primarily non-governmental organizations, which
not only more effectively cover a certain part of the foreign audience with their influence, but also
are more independent than state bodies; modern public diplomacy should have a network model
since it allows for the faster mobilization of the resources of civil society; public diplomacy is a set of
practices that require a certain human resource, therefore, significant efforts must be taken towards
training participants; successful public diplomacy must always be consistent with official diplomat-
ic statements and events (Glebov, 2018: 287).

New public diplomacy and digital diplomacy as its component has become a powerful instrument
and part of the globalization process and the practical embodiment of “soft power” as an instrument
of the national security system. A competent combination of such public diplomacy with the official
political line of a certain state leads to the strengthening of the political dominance of the country in
the international arena, and, consequently, to the strengthening of its national security system. That
is why the Western countries” experience in the new public diplomacy area is interesting for Ukraine
and can be applied in its foreign policy relations.

In Ukraine, the necessity of “soft power” tools was only discussed during the conflict in Eastern
Ukraine in the face of the need to protect the territorial integrity, sovereignty, and information space
from Russian influence. One of the first directions was the information policy and the provision of
information and cyber security, as well as the formation on this basis of an information strategy,
which must include the “soft power” tools, namely: the formation of Ukraine’s positive image in the
eyes of the global community through information campaigns and work of the Ministry of Foreign
Affairs and diplomatic missions in host countries.

In 2015, the public diplomacy of the Ministry of Foreign Affairs, according to D. Kuleba, includ-
ed three areas of work: image programs (conferences, round tables, public events, interaction with
experts and society in general); cultural diplomacy (reform of Ukraine’s cultural representation sys-
tem abroad, implementation of Ukraine’s cultural projects abroad, assistance in attracting the best
foreign cultural practices in Ukraine); media relations (proactive media work, managing the diplo-
macy system in social networks, managing Ministry of Foreign Affairs blogs, generating content and
implementing online campaigns) (Kuleba, 2015).

At the current stage, Ukraine is using the “soft power” principles in the formation of digi-
tal diplomacy, particularly: consistency in promoting a positive public image of both Ukraine
and foreign countries; efficiency of outreach actions (press conferences, briefings, press releases,
publication of news articles); reliability of government PR-campaigns with a real material and
documentary base, comprehensive coverage of events; coordination of actions of all state PR-de-
partments and clear regulation of coverage of the most significant issues for the national interests
of the country and its image; conducting constant monitoring of world information flows, reflect-
ing the image of the state, neutralizing the activities of information subjects that undermine the
positive image of the state; building up the media presence in the information environment of
foreign countries; studying foreign experience of using “soft power” to advance national interests;
establishing information interaction with foreign structures in order to integrate the country into
the main global processes and increasing its influence in the world information space (Safranchuk,
Sinegubov, 2014).

Digital cultural diplomacy, according to A.A. Segeda now serves as an excellent vehicle for pro-
moting different image initiatives at the national level - from reinforcing its presence in the inter-
national information field to popularizing national cultural products on the global stage. In this
context, it is worth mentioning that the media activity of the embassy has a significant impact on the
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perception of the state by citizens, political and business circles of the host country” (Segeda, 2020:
144).

In 2021 Ministry of Foreign Affairs of Ukraine adopted a public diplomacy strategy for a five-
year period, which embodies the spread of Ukraine’s “soft power”. The Ministry of Foreign Af-
fairs will be developing a positive image of Ukraine and communicating with partners on its ba-
sis. First Deputy Minister of Foreign Affairs of Ukraine E. Dzhaparova in her speech at the forum
"Ukraine 30. Image of Ukraine" defines the tasks of the public diplomacy development for the next
5 years: “first - Ukraine is more widely known and recognized by foreign audiences, second -
Ukraine is perceived as a democratic European country, which is moving towards the full EU and
NATO membership, despite the external aggression of Russia, and third - in its foreign policy activ-
ities Ukraine relies on an effective system of combating harmful narratives aimed at discrediting the
Ukrainian nation and actively promotes its identity” (Dzhaparova nazvala, 2021).

The strategy already presupposes seven directions of public diplomacy using the “soft power”
instruments: cultural; expert; economic; culinary; digital; scientific and educational; sports diploma-
cy Also, the Strategy defines five principles which public diplomacy will be based on: project man-
agement, innovation, respect for cultural diversity, human-centeredness, and responsibility (MID
Ukrainy, 2021).

According to V.G. Tsivatyi, in order to create efficient mechanisms of the institution of public
diplomacy and to solve its tasks, Ukrainian diplomacy must first of all focus on using the strategy
of “openness” in public diplomacy in order to actively implement the strategic national interests of
the country; identification, analysis of activities and involvement of the most efficient of the existing
structures in the development of programs of cultural, patriotic, information policy and the provi-
sion of effective mechanisms for monitoring their execution; creating favorable conditions for the
development of the information business, developing a unified information strategy, initiating an
open dialogue and cooperation with the state” (Tsivatyy, 2014: 128).

At the same time, emphasis should be placed on digital diplomacy, which should become an
integrating element of the system of public diplomacy as part of Ukraine’s “soft power”.

Here is an analysis of digitalization rating indices and the representation of Ukraine in them (as
of December 2020), offered by Google Analytics.

The popularity of the
index (the number of The period of
mentions when making Representation representation
Name of the index requests on the sites of Ukraine (+-) of our state
of the Google search ! (from which
engine on the Internet), year)
thousands of units
1. Digital Economy and Society Index - DESI 107.000 = =
2. Digital Evolution Index - DEI 173.000 = =
3. Digital Adoption Index - DAI 191.000 + 32014
4. Development Index - IDI 70.700 + 32002
5. Global Innovation Index - GII 457.000 + 32007
6. Networked Readiness Index - NRI 897 + 32002
7. Boston Consulting Group - elntensity 7990 + 32011
8. World Digital Competiveness Index 16 600 + 32014

A crucial “soft power” element in this context is the information strategy of the state, aimed at
creating a positive image of the country and the development of national branding (both within the
country and abroad). It should be noted that the latter vector is now being actively implemented,
both within the framework of the parliament and in social media. Thus, the official English-language
page of Ukraine on Instagram (@ ukraine.ua) was created, which is aimed at promoting Ukraine’s
positive image in the world.

Conclusions. The changing nature of challenges and threats to security in the XXI century
prompted the adoption in 2016 of the EU’s Global Defense and Foreign Policy Strategy, the main
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attention of which is focused on “soft security” instruments that will effectively combat terrorism,
illegal migration, prevent conflicts and cooperate for the sustainable development and prosperity of
the world. All of this is due to the widespread use of “soft power” instruments, which is gaining more
and more popularity in the world. It is becoming one of the national security system instruments,
both of a preventive and a protective model. Non-military and preventive measures, long-term
development strategies, information campaigns, PR-actions, and image strategies are increasingly
used by countries in foreign policy and are becoming an alternative to the use of “hard power” to
ensure national security. However, it is worth noting that they do not replace the latter, but only
substantially supplement them.

The newest and traditional challenges and threats (“frozen” and “hot” armed conflicts, energy
supply systems instability, illegal migration, information war, the drug addiction problem,
international drug trafficking, and others) necessitate the development of a fundamentally new
model for the social development in Ukraine, which remains a strategic priority of the state policy
of national security, which should include both “hard” and “soft” security means. The current full-
scale aggression of the Russian Federation against Ukraine convincingly proves the need for the
constant use of “soft power” instruments for security at the national, regional and global levels.
Even under conditions of armed conflict, such methods can be used to expand the range of support
subjects, search for partners, proving their effectiveness.

With that said, “hard” and “soft” security are the two main components of the national security
system. And “soft power” acts as the basis of the second and is one of the levers of the first one,
performing such functions within the framework of the national security system: popularizing the
country and its culture, attracting allies, and, as a result, preventing threats (in the context of a
preventive national security strategy); confrontation in information and hybrid warfare (within the
framework of the national security defense strategy).

Based on the foreign experience analysis, within the framework of the promising development direction
of the “soft power” as a tool for ensuring the national security of Ukraine, it is necessary to determine
the development of public diplomacy, namely niche diplomacy, national branding, and branding of
territories. The use of digital diplomacy means will make it possible to implement these vectors.

The growth of the level of knowledge about Ukraine of the world (particularly, the European)
community will contribute to the improvement of diplomatic relations and partnership of our state
with the EU countries. And this, in turn, will increase the level of “soft security”, which will have a
beneficial effect on the degree of ensuring national security as a whole.
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Summary

Kormych L. 1., Krasnopolska T. M., Pekhnik A. V. Soft power instruments in the system of ensuring
national security. - Article.

This article is devoted to the analysis of the role of “soft power” instruments in the system of ensuring
national security, particularly, it is determined that as a result of globalization and the development of the
information society, the concept of security is being transformed - the “soft security” concept appears, which
provides for preventive measures (for example, participation in international organizations, cooperation in
the fight against terrorism, etc.). It has been established that within both models of ensuring national security,
preventive and defensive, the use of “soft power” tools takes place. One of the most popular tools is public
diplomacy, whose role is constantly increasing in the global community.

It is established that the priorities of Ukraine’s national security are the protection of the interests of the
individual, society, and the state. It was ascertained that the soft security concept is formed precisely in the
context of the third dimension of security - human security.

It is determined that at the beginning of the XXI century, a “new” public diplomacy is being formed
based on the “soft power” concept, the arsenal of tools which includes “soft power” tools, including infor-
mation flows and their management, migration policy, political PR, the spread of the countries” languages
in the world, cultural exchanges, cooperation in the framework of science and education, student exchang-
es. It is determined that the most promising forms of “soft power” are digital, niche diplomacy, and national
branding.

It is substantiated that “soft power” is a way of creating an attractive image of the country in the
global community, attracting partners, developing diplomatic ties, and, as a result, strengthening the
system of ensuring national security. A broad implementation of "soft power" tools can play the role of
preventive measures against the use of hard power and military methods in world politics. The current
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full-scale aggression of the Russian Federation against Ukraine convincingly proves the need for the
constant use of respective instruments for security at the national, regional and global levels. Even under
conditions of war or another deep crisis in international relations, "soft power" can be effectively em-
ployed for expanding a circle of supporters, convincing partners, forming favorable agenda at different
platforms.

Key words: “soft power”, ensuring national security, “soft security”, public diplomacy, the image of the
country.

Amnorarrist

Kopmuu JI. 1., Kpacnonoavcvia T. M., Ilexuux A. B. IHcTpyMeHTH «M'sIKOI CMJIN» B cHcTeMi 3a0e311e4eHHA
HarioHaJIbHOI 0e3mekn. — CraTTs.

CraTTs TIprCBsT9eHa aHaJIi3y POl iIHCTPYMEHTIB «M gKOI CvyIv» B cucTeMi 3a0e3IredeHHs HaIliOHaJIbHOT
Oesnexnt. 30KpeMa BM3HaA4YeHO, IO BHACIIIOK I7I00asIi3arlil Ta po3BUTKY iH(OPMAIIiIHOTO CYCIIiILCTBa II0-
HATTS Oe3IeKn 3MIiHIOETBCS. TPaHCPOPMYETBCS — 3'ABIISETHCS KOHIIEIIIIs «M'sIKO1 Oe3IteKn», gKa Ieperdadae
IIPeBeHTMBHI 3aX0oAy (HaIlpUKIIafl, yIacTb y MKHapOIHIX OpTaHi3allisx, CriBpoOiTHMUIITBO B 60poTHOi 3 Tepo-
pv3MoM To1r10). [ToBereHo, 1110 B paMKax 000x MoJIesieVt 3a0e3IedeHHs HalliOHaJIbHOI Oe3ITeK, IIpeBeHTUBHOI
Ta 0OOPOHHOI, Ma€ MicIle BUKOPVCTaHHS IHCTPYMEHTIB «M K01 cvomv». OmHmuM i3 HaVIIONYJISIPHIIINX iHCTpPY-
MeHTiB € Iy0sliyHa AMIUIOMATisl, POJIb SIKOI y CBITOBOMY CITiBTOBApPWCTBI ITOCTIVIHO 3pOCTae.

HarostomreHo, 110 mpiopureTaMm HalliOHa/IBHOI Oe3iekn YKpaiHm € 3axmcT iHTepeciB 0cobw, CycITiyibcTBa
i mep>xasm. I1oka3aHo, 10 KOHIIETIIIiS M SIKOT Oe3meKkn PopMyEThCs caMe B KOHTEKCTi TaKOTO BUMIpy Oe3rexn
gK Oe3sIeKa JIFOIMH.

BusnaadeHo, mo #a mogatky XXI cTOIIITTS Ha OCHOBI KOHIIETIIIIT «M’ SIKOI CYIIV» (POPMYETHCS «HOBa» Iy Or1ig-
Ha IWIUIOMATis, apceHasl iHCTpyMeHTIB SIKO1 BKIIIOUAE: 3aco0M «M’ SIKOI CMITI», 30KpeMa iHdopMalliitHi moToKn
Ta yIIpaB/IiHHs HUMV; Mirpallifiiy IIOJITHUKY, IOJITUYHNN I1iap, HOIMPeHH: HallilOHaIbHMX IMIJKIB KpaiH y
CBITi, KyJIBTYpPHi oOMiH, CIIiBIIpaITio B paMKax HayKW Ta OCBITW, OCBITHIO MoOinbHICTE TOITO. [TinKpecieHo,
III0 HavIOUIBIII TIePCIIeKTUBHMMM popMaMM «M’SIKOI CHJIV» € BUKOPWUCTaHHS MOXKIJIVMBOCTe I poBisaliii, Imy-
OrriuHa AMIUIOMATIS Ta HAITiOHAJTBHW OpEeHIVHT.

O6rpyHTOBaHo, ITI0 «M’sIKa CvJla» — Ife CIIoci® CTBOpeHHS MpUBadIBOTO IMIJIDKy KpalHW Y CBITOBIVI CITLTb-
HOTi, 3aJTy4eHH: MapTHePiB, PO3BUTOK AMIUIOMATUYHIX 3B SI3KiB i, IK HaCITIOK, 3MIITHEHHS CrcTeM 3a0e31e-
4JeHH: HarlioHaIpHO1 Oe3nexm. I1Inpoke BIpoBaKeHHS iHCTPyMeHTIB «M'SIKOI CVJIVI» MOJKe BiffirpaBaTit poJib
HPEBeHTUBHMX 3aXO/iB IPOTU BUKOPWCTAHHS JKOPCTKOI CYJIM Ta BIFICBKOBMX METOJIB Y CBITOBIiV ITOJIITWIL.
Cydacna oBHOMacIrTabHa arpecist Pocivicekoi depepariil mpotn YKpaiHu e peKOHIMBO TOBOANTE HeoOXir-
HIiCTB ITOCTiVTHOTO BMKOPUCTAHHS BiIIIOBIIHNIX iIHCTPYMeHTiB Oe3IleKy Ha HalliOHaJIbBHOMY, perioHaJIbHOMY Ta
rrrobarpHOMY piBHsAX. HaBiTh 3a yMOB BittHM umt iHIIIOT IIMOOKOT KpM3M B MIKHAPOIHMX BIJHOCMHAX «M SIKa
crIa» MOXe Oy TV epeKTMBHO BUKOPICTaHa I PO3IIMPEHHS Kojla IPVXIIIBHIKIB, IepeKOHYBaHHS ITapTHe-
piB, dopMyBaHHS CIIPUATIVMBOIO HOPSAIKY J€HHOIO Ha PisHUX MalilaHdMKax.

Katonobi caoba: «v'sika cvta», 3abe3ledeHHs HalliOHaJIBHOL Oe3Ieky, «M'sIKa Oe3reKa», MyOJTivHa IuIIoMa-
Tigd, IMIJDK KpalH.
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